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EXECUTIVE SUMMARY

Quantum computing has the potential to profoundly impact global development over the
next several decades. Development practitioners across a wide range of sectors—from
applications in digital finance to broader priorities like tech workforce development—must
prepare for the risks and opportunities the quantum computing transition may offer.

This report is an effort to synthesize current understanding of how quantum computing may affect the trajectory of global
development over the next two decades and proposes how practitioners and decision-makers can respond. We
identify key risks of quantum computing that must be addressed proactively by the development community in the
short term. We also identify potential opportunities of quantum computing and propose actions to make the most of these

opportunities. We hope this report is useful for development practitioners, policymakers, funders, and researchers.

Context

Quantum computing is an emerging technology that seeks to exploit the laws of quantum mechanics to process
information with unprecedented speed and efficiency. Given the rate of advancement in quantum technologies over
the past few years, experts in industry and academia expect that—in the next several decades, if not sooner—
quantum computers will outperform today’s most powerful computers by a wide margin. Quantum computers will
play an important role in simulating and optimizing complex systems—including in drug development, logistics, and
forecasting—with profound economic implications. One of the clearest and most worrisome applications of this
computing power is that it could break the existing encryption protocols that keep our information systems and

critical datasets safe. This poses a significant national security threat for any country.

Yet like many advanced technologies, quantum technology development mirrors global inequality. The capital

costs to build a quantum computer are immense. Only a handful of quantum computers are under development,
owned by some of the world’s largest technology firms. Wealthy governments, too, are competing for superiority in
quantum technologies, and public investments and startup activity in North America, China, and Europe dominate
the landscape. Yet, the threats and opportunities posed by the emergence of quantum technologies will be felt

globally.

Without concerted intervention in several key areas, this existing global inequality will amplify over time. While the
benefits of quantum technologies will accrue to developed countries, the opportunity costs and risks will accrue to

less developed countries.
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Recommendations

This report focuses on three areas where strategic and foundational interventions today could enable a more
inclusive and equitable quantum computing future. These areas—cybersecurity, workforce development, and
research and development—are already key priorities for USAID and other organizations in global development.
This portfolio could be adjusted to ensure this work takes into account the unique challenges that quantum
computing poses. The following recommendations illustrate concrete steps that development organizations,

policymakers, and institutions must consider to remain resilient and secure in the post-quantum era:

Cybersecurity: Current encryption protocols used for messaging, financial transactions, and data storage will be
compromised with the advent of quantum computers. This threatens existing financial and encrypted messaging
systems. Cybersecurity is the sector for which quantum computing will have the most obvious and tangible
impact, and USAID and other development agencies should play a role in helping governments and the private
sector transition to quantum computing-resistant cryptographic protocols. As this research shows, investments in
cybersecurity cannot wait until after the development of functional quantum computers; instead, investments must

be made now to be prepared. Our key recommendations are:

B |n partnership with relevant technical experts, USAID should develop a “Quantum Risk Audit” protocol
and engage governments and non-governmental organizations (NGOs) in low- and middle-income

countries (LMICs) to proactively conduct the audits on existing digital infrastructure.

®  USAID should establish a “Global Quantum Transition Taskforce” that supports governments and NGOs in

LMICs to transition to quantum-safe encryption protocols.

®  USAID should strengthen the cybersecurity capacity of the public sector in LMICs by supporting technical
experts to work with USAID Missions in partner countries. USAID already supports capacity-building
efforts through the Digital APEX program, and this work should be sustained and expanded to meet the

needs of the post-quantum era.

= USAID should work with ministries of technology or digital transformation to promote public awareness

of cybersecurity risks from quantum computing in the next decade.

Quantum computing workforce development: Talent required to accelerate progress in quantum computing
remains in short supply in both developed and developing countries. However, developing countries will face much
stronger headwinds without improvement in science, technology, engineering, and mathematics (STEM) learning
outcomes at the secondary and post-secondary levels. Low levels of digital literacy also make citizens in these
countries more vulnerable to cybersecurity risks. We discuss how USAID and other development agencies can
play roles in building an ecosystem of workforce development, from investing in better STEM learning outcomes
to supporting upskilling programs to meet the talent needs of the quantum computing transition. Our key

recommendations are:

= USAID should support universities in LMICs to launch new master’s programs in quantum computing and
new MS/MBA programs through a new “Quantum Workforce Development” grant.

®  USAID should fund pilots to evaluate the effectiveness of bootcamps in upskilling the current STEM
workforce for jobs in quantum computing.

®  USAID should support awareness campaigns and scholarships that promote the promise of quantum
computing to attract talented youth in developing countries to pursue careers in quantum computing and
adjacent fields.
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Investing in a global quantum computing research and innovation ecosystem: Research and development

in quantum computing has been driven by public investments in developed countries and through startup activity
predominantly centered in North America, China, and Europe. Combined with the skilled labor gap in developing
countries, this has worrying long-term implications for global development. Failing to implement proactive measures
to strengthen quantum research and development may significantly exacerbate economic inequality. We discuss
how development agencies can support research and innovation in quantum computing by facilitating greater
collaboration between researchers in the United States and countries where USAID operates. Existing USAID
programs like Partnerships for Enhanced Engagement in Research (PEER) have been supporting scientists and
engineers in USAID partner countries. This can be leveraged to build global partnerships for quantum computing

research in developing countries. USAID can also act as an investor for quantum computing startups that focus

on key development challenges through funding programs like Development Innovation Ventures. Our key

recommendations are:

B USAID should leverage existing USAID programs like PEER to support collaboration between U.S.-based

quantum researchers and their LMIC counterparts.

B USAID should provide grants to selected universities in developing countries to launch interdisciplinary
programs in quantum computing. The grants can support establishment costs and early faculty hires to

attract top talent.

= USAID should fund an annual "Quantum Computing for Development” conference or create such a track
at an existing technology and international development conference; this will seed new collaborations

between researchers, industry experts, and policymakers.

We begin with a quantum computing overview that is accessible for non-experts. Then we focus on the three
priority areas discussed above. We conclude with additional considerations development practitioners should keep

in mind and provide concrete recommendations for USAID.

While the trajectory that quantum computing will take in the next decade is uncertain, development practitioners
and agencies should make sound investments that can mitigate risks from this new technology and enable
developing countries to leverage its potential. Even if quantum computing develops along a different trajectory than
currently anticipated, acting on these recommendations will strengthen digital ecosystems in developing countries and

will therefore be worth the investment.
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GLOSSARY

Acrtificial intelligence (Al) — computational models that “learn” from vast quantities of data to perform tasks

traditionally associated with human intelligence, e.g.,, image recognition or text generation.
Cryptography — algorithms or protocols used to secure private communication against access by unwanted parties.
Cybersecurity — tools used to protect computer systems and networks from malicious attacks.

Fault tolerance — the ability and extent to which a quantum computer can function as intended despite the

information in individual qubits being compromised due to inevitable interactions with the environment.

Optimization — the selection of the best item among a set of alternatives with regard to a given criterion and some
constraints: for instance, if a mail carrier may wish to optimize their mail delivery route with respect to either time or

mileage, with the constraint of avoiding highways.

Quantum advantage — demonstrable performance enhancement by using a quantum device to accomplish a task

(e.g. a computational problem) as opposed to a classical alternative.

Quantum communications — technologies that exploit the laws of quantum physics to securely convey information

across networks,

Quantum computing — an alternative method of computation that exploits the laws of quantum physics to efficiently

solve some problems that are difficult to solve with classical computing.

Quantum parallelism — the unique ability of quantum computers to process all possible inputs at once by using

qubits in quantum superposition.

Quantum sensing — technologies that exploit the laws of quantum physics to measure physical quantities like time,

current, etc,, with unprecedented performance (e.g, precision, resolution, etc.).

Qubit — the quantum equivalent of a classical bit that, unlike a classical bit, can be in both 0 and | states simuttaneously,

known as a quantum superposition.

Simulation — computational models that mimic the behavior of real-world systems like enzymes or fuel cells.
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A BRIEF OVERVIEW OF QUANTUM TECHNOLOGIES

Information fuels the digital age. The technologies that enable us to handle information—
the sensors that gather, the computers that process, and the communication networks that
convey information—have advanced at an astonishing rate since the middle of the 20th
century. This rapid advance is evidenced by the fact that an iPhone 8 is more than 20 times
as powerful as the legendary IBM Deep Blue supercomputer that defeated the then-world
chess champion Gary Kasparov in a chess match in 1997 [1].

In recent years, however, the rate of this advance has slowed, as we may be reaching the limits of possibility
offered by today’s information technologies. At the same time, society’s information-related demands are growing
exponentially, with unprecedented amounts of big data being generated every second [2]. Alternative technologies
that enhance and expand our information-handling capabilities are being developed to meet the requirements of

the future.

In the early 21st century, we are witnessing the emergence of a new class of information technologies based on
directly interfacing with nature at the quantum level [3-5]. These new quantum information technologies seek

to exploit the possibilities offered by the laws of quantum mechanics to gather information with unprecedented
accuracy and resolution, process information with unprecedented speed and efficiency, and convey information with

unprecedented security, giving rise to three associated clusters of technologies [4,5]:
[. Quantum sensing
2. Quantum computing
3. Quantum communications
As these technology clusters develop, talent and investment (both public and private) are being channeled in a quest

to secure quantum advantage—a marked improvement in performance over today’s information technologies [6,7].

In this section, we provide an overview of quantum technologies, with the bulk of our attention on quantum
computing. We start by explaining the peculiar features of the quantum world that allow for novel ways to handle
information. We then explore how these features are exploited by quantum technologies to solve real-world

problems, along with challenges to scale.
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The three clusters of quantum technologies

Figure |. Clusters of quantum technologies.

@ (@) Quantum computers perform computational tasks that can be made easier by exploiting the unique features of
quantum mechanics. (b) Quantum sensors make high-precision measurements of physical quantities such as voltage,
time, and temperature by using the features of quantum mechanics to mitigate issues that usually limit performance. (c)
Quantum communications replace traditional cryptography with protocols that derive their security from fundamental

constraints placed by the laws of quantum mechanics.

Quantum computing uses the principles of quantum mechanics to achieve quantum advantage in computing,
meaning a marked reduction in the computational resources (time, energy, and memory) required for complex or
time-intensive computing tasks [6,9]. In classical computers, the basic unit of memory is the bit, while in quantum
computers, the basic unit of memory is the qubit. A bit must be in either one of two states, usually denoted O or

[, while a qubit can be simultaneously both O and | in a quantum mixture known as a superposition. Qubits in
superposition permit quantum algorithms to employ quantum parallelism. While a classical program processes a
single input to produce a single output, quantum parallelism allows quantum programs to process all possible inputs
simultaneously. So, in the case of a “guess-and-check” problem like guessing a password, a classical computer must
try many possible inputs sequentially, one by one. On the other hand, a quantum computer can try many guesses
at the same time, in parallel. This is one of the defining features that sets quantum computing apart from classical

computing.'

Experts in industry and academia expect developments in quantum computing over the next decades will enable
quantum computers to outperform classical computers in addressing a variety of societally and economically

relevant problems [4-6,9,10]:

= Cryptography: Quantum computers of sufficient scale and reliability—potentially realized as soon as 2030
[8,1 I J—can be used to break security protocols like Rivest-Shamir-Adleman (RSA) or elliptic curve encryption,
which secure much of today's communication over public and private networks [8,11,12]. However, post-
quantum cryptography (PQC) algorithms are already available and only require classical computers to

implement [8,12]. Details on PQC and recommendations related to transition to it are discussed in Section 3.

1 Quantum parallelism is insufficientin ensuring a quantum computer is faster or more efficient than a classical computer. Quantum programs
can still only yield a single output, randomly “chosen” from among all the outputs associated with each of the inputs. This means quantum
programs are often, in practice, no better than classical programs at accomplishing many computational tasks. However, crucially for some
computational tasks, quantum algorithms can be devised to ensure that the output is the one we desire with very high probability. Reading
out the result of a computation requires the measurement of qubits, which may not collapse to the right classical bits indicating the correct
answer, as the process of measurement and collapse is inherently probabilistic. Quantum algorithms therefore cleverly utilize interference
and entanglement to operate on qubits in a manner that maximizes the odds that a measurement of the algorithm’s output yields the
correct answer.
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®  Simulation: Classical computers are ill-suited for the study of materials, chemicals, and biomolecules, whose
properties are dominated by complex interactions that are difficult to model [|13,14]. This makes today's
materials and drug discovery a tedious and expensive trial-and-error process, in which simulation can serve only
as a rough guide [15]. Quantum computers programmed to mirror the physics of these systems can efficiently
predict the properties of new materials and drugs—cutting the time from inception to market by lowering the

number of development cycles required [I5,16].

= Optimization: A wide range of problems, from logistics to portfolio management, involve identifying optimum
values of numerous variables under constraints [ | 5]. For a classical computer, solving such problems can
become exceedingly inefficient for complex systems. Quantum algorithms provide considerable speed-ups
for constrained optimization problems, which can be exploited in the near term by hybrid schemes in which
approximate optimizations generated by quantum algorithms are fine-tuned by powerful classical computers
[17,18].

= Artificial intelligence (Al): From self-driving cars to diagnoses based on medical imaging, predictions based
on Al have become increasingly ubiquitous and foundational to the functioning of society [19]. A key bottleneck
in the deployment and updating of Al models is the time and computational cost incurred when training these
models on thousands of terabytes of data—an issue aggravated by the growing carbon footprint of Al [20, 21].
Quantum computers could offer a solution, as they can, in principle, carry out the linear algebra required to

train Al models with considerably fewer computational resources [ 15, 22].

Over the next two decades, quantum advantage in these archetypal computational problems can add significant
value across a range of sectors [9,10], including pharmaceuticals [ 1 6], chemicals and materials [ 15], automotive [17],
finance [23], climate change [24], and logistics [ 10]. However, for all but the most rudimentary applications to be

realized [13], quantum computing architecture must undergo significant improvements with respect to [8,9]:

= Fault tolerance: Qubits, and the logical operations acting on them, are volatile and sensitive. The slightest
interactions with heat, vibrations, or other environmental factors can jeopardize the information stored in
qubits. To minimize these effects, quantum computers are typically operated at extremely low temperatures
(around -460°F or -273°C) in highly isolated environments. As a result, quantum computers in the near
term are likely to be restricted to quantum data centers that require large amounts of stable power for the
maintenance of extremely low temperatures. Even with such measures, today's qubits are still too volatile for
mainstream applications. Over the coming two decades, a combination of hardware innovations and algorithmic
techniques, referred to as quantum error correction, are expected to address issues of qubit volatility to pave

the way for reliable computation.

B Scale: State-of-the-art systems currently employ just hundreds of qubits, while applications such as drug
discovery will require more than one million qubits. With increasing scale comes greater vulnerability to
inevitable interactions with the environment, placing more stringent requirements on the fault tolerance of the

quantum computing architecture.

There are no guarantees that quantum computers are necessarily faster or more efficient than classical computers
for any computational tasks of practical interest [25]. Classical computing may at any point catch up with or even
outperform quantum computers in addressing any of these computational problems. This has in fact already
occurred numerous times in the history of quantum computing, when advances in classical computing have caught
up with performance from state-of-the-art quantum computers considered to have a definitive quantum advantage
[26-28].
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Quantum communications refers to new communication protocols that leverage quantum mechanics to
strengthen key elements of cryptography [4,7]. Traditional cryptography secures information by forcing hackers to
solve difficult mathematical problems that are computationally costly. However, this type of cryptography runs the
risk of being rendered ineffective by improved computational capabilities or smarter hacking algorithms. Quantum-
based cryptography represents a paradigm shift whereby security is instead based on the basic laws of physics,

minimizing the risk of obsolescence. Early efforts in quantum-based cryptography have led to the development of:

= Quantum random number generators that use the inherent randomness of quantum phenomena to

generate numbers with unprecedented unpredictability for applications like generating passwords.
= Quantum key distribution [8] for secure communication, as illustrated in Figure 2 below.

Figure 2. Quantum key distribution

@ The quantum key distribution uses a quantum channel to share a password stored in qubits between two parties
(Alice and Bob in this graphic). This password (or key) is then used to encrypt (lock) and decrypt (unlock) sensitive
information conveyed across a classical channel. If an eavesdropper (Eve, in this graphic) tries to tamper with the
qguantum channel and access the password as it is being shared, the laws of quantum mechanics ensure that either the

eavesdropper will fail to do so, or their tampering will be apparent to both sender and receiver.

Quantum communications represents the most technology-ready of the three clusters of quantum technologies.
For example, quantum random number generators have already been integrated in some state-of-the-art smart
phones. Various telecommunications companies across the world have begun tests of quantum key distribution

with the aim of integrating the technology into existing fiber optic networks [29]. Notably, quantum key distribution
was integrated into the first-ever quantum virtual private network (VPN) by SKTelecom (based in South Korea) in
202 1. Without the stringent hardware or cooling requirements of quantum computers and the ready adaptability to
existing fiber optic infrastructure, quantum communications technology can be expected to proliferate more rapidly

than quantum computing.
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Future advances in quantum communications will likely utilize basic building-block technologies, such as quantum
random number generation and quantum key distribution to achieve scalability, range, reliability, and robustness in
communication [4]. Such advances would enable quantum networks of distributed quantum processors and sensors
to be harnessed by end users in a fully secure fashion. Developments in quantum communications are likely to be

crucial to widespread integration of quantum computing in the global economy.

Quantum sensing relies on the sensitivity and scale of quantum mechanical phenomena to achieve measurements
of physical quantities with unprecedented resolution, precision, and robustness [30]. In fact, first generation quantum
sensing technologies have been in use for decades, namely in atomic clocks for timekeeping and synchronization
(used in GPS). Today, spurred by the emergence of quantum computing and communications, a second generation
of quantum sensors are being developed to address a trove of applications. In rough order of technology readiness,

these include [4,7,30,317:
®  New atomic clocks and accelerometers for improved navigation, synchronization, and regulation
®  Sensors for precision electronics and energy applications
®  Flectromagnetic sensors to be deployed in the body for medical diagnostics

®  Cameras and spectrometers for applications ranging from telecommunications to medicine to earth-

monitoring
®  Thermal and mechanical sensors for civil engineering

In the mid- to long-term, these innovations are expected to yield new metrology standards for effective regulation
and standardization that cuts across sectors. Perhaps most importantly, quantum computers are expected to have

a distinct quantum advantage in processing and making sense of the quantum information generated by quantum
sensors [22]. Thus, even if quantum computers fail to pull away from classical computers with respect to traditional
computational tasks like optimization or Al, they may realize economic value through quantum big data generated by
quantum sensors. Under this scenario, we can envision advances in quantum communications enabling distributed
quantum sensors to be integrated into quantum Internet of Things networks for applications ranging from tests of

fundamental physics to climate change monitoring and bioimaging [7].
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CYBERSECURITY PREPAREDNESS FOR QUANTUM
COMPUTING

From credit card transactions to personal data, the information conveyed via today's computer networks is secured
and validated by cryptography, a collection of algorithmic techniques designed to protect sensitive information
from malicious actors. These algorithms are based on the principle that certain mathematical problems are

very hard to solve, but that if you have the answer, the solution is very easy to verify. For example, guessing a
strong password is difficult, but if you have the password, it is very easy to verify that indeed it is right. A typical
mathematical problem of this sort, used in traditional cryptography, is prime factorization: breaking a large number
into factors that multiply to the large number but cannot themselves be further broken down. Breaking a large
number into its prime factors is incredibly difficult, but checking that a set of prime factors does indeed multiply to

this large number is easy (a primary school student, with enough patience or a simple calculator, can do the latter).

The result of this is that accessing sensitive information legitimately with a password or key involves merely verifying
the solution. Hacking into sensitive information is more challenging—it requires solving the hard problem. At
present, malicious actors attempting to break into a cryptographically locked system must try potential solutions to
these hard math problems one by one, by trial and error. For today’s computers, that could take hundreds of trillions

of years to complete, meaning a hacker must resort to finding another vulnerability or giving up entirely.

However, many cryptographic techniques that secure communications over public and private networks are likely
to be jeopardized by quantum computing. Qubits in superposition can be used to achieve parallel processing over

all possible solutions, and the correct solution among these can be determined with high probability by cleverly

engineered quantum algorithms. The following common security protocols—deployed in sectors ranging from

e-commerce to health care—are at risk of being broken by quantum computers [8]:
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Table |. Overview of security protocols and their use.

Security protocols Use

Rivest-Shamir-Adleman (RSA) Encryption of emails, messages (e.g, WhatsApp) and

digital transactions

Diffie—Hellman (Key Exchange) Establish secure connection between user and, e.g., a

private network (VPN), an online banking system, an

email server, etc.

Digital Signature Algorithm (DSA) Generate digital signatures to authenticate messages,

Elliptic Curve Digital Signature Algorithm ensure their integrity, and prevent repudiation by the
sender

HTTPS/TLS Secure traffic over the Internet

Applications built on top of these bread-and-butter protocols include VPNs, Tor, smartcards, most Wi-Fi security,

blockchain technologies like cryptocurrencies, and many two-factor authentication systems. Crucially, these security

protocols are generally protected as long as quantum computers lack the scale and reliability to breach them, and

the most powerful quantum computers today are still much too simple to crack most cryptographic techniques.?

Therefore, when can we expect the quantum cryptography break?

Timelines for the quantum cryptography break

There are four possible timelines for the quantum cryptography break:

2

3

It has already happened: The quantum cryptography break may have been achieved by a major country’s
government (likely the United States) in secret—key advances in cryptography like RSA were kept secret

by the governments of the United States and the United Kingdom for several years [8]. Alternatively, an
algorithmic breakthrough at any point could make current quantum computers sufficiently powerful. Claims of
such breakthroughs have been made [33], but none have been verified, and they have been largely met with

skepticism [34].

It will happen in the near-term (~3-5 years): Roadmaps set out by governments [35] and major corporate
players in the quantum computing space [|0] indicate that issues with reliability and scale will be resolved over
the coming decade, culminating in the emergence of quantum computers with practical applications before

2030. Timely attainment of corporate benchmarks in the recent past® can be taken as evidence to support the

viability of these projections.

It will take a decade or more: A 2019 survey of academic experts indicated 2035 to be the average

year by which experts predicted quantum computers will crack 2048-bit RSA [36]. A 2020 study found the
probability of quantum computers cracking 2048-bit RSA before 2039 to be less than 5 percent [37]. In short,
the dominant narrative among academics places the quantum cryptography break in the mid to late 2030s (or

later).

A quantum computer running the quantum algorithm for prime factorization (Schor’s algorithm) would likely need tens of millions of qubits
to crack a 2048-bit RSA key [8]. The most powerful quantum computer developed to date has just 433 qubits [32].
For example, Honeywell’s successful demonstration of ultra-high fidelity 2-qubit gates in 2021 [10].
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® |t will never happen: Until recently, quantum computers have been largely an academic curiosity. Their
practical uses have yet to be developed. However, our current understanding of both physics and computer
science indicates the quantum cryptography break is inevitable. As theoretical computer scientist Scott

Aaronson aptly states [38]:

« “[If] scalable quantum computing were proved to be impossible, that would excite me a thousand

times more than if it were proved to be possible. For such a failure would imply something wrong or

incomplete with our understanding of quantum mechanics itself: a revolution in physics!”

Of these, the 10+ year horizon projected by the academic narrative is the most likely, followed by the three-to-five-
year horizon projected by the dominant industry narrative. There are three potential scenarios for the proliferation

of quantum computing capabilities:

I. The capabilities of quantum computing remain in government hands: Present quantum computing
architectures are extremely expensive and based on qubits that are far from reliable. In addition, today's
qubits typically require substantial infrastructure for extreme cooling and environmental isolation. Due to
these severe hardware limitations, building a quantum computer at scale is likely to require tens to hundreds
of billions of dollars. In the absence of major hardware advances that significantly reduce costs, it is possible
that quantum computers capable of breaking cryptography are developed only by major governments such
as the United States, China, and the European Union within a few years of each other. Under this scenario,
these governments could protect and severely restrict quantum computing power to limit the possibility
of malicious attacks that could compromise national security. In the United States, strong cryptography has
been historically considered “munitions” and covered by the Arms Export Control Act of 1976 [8]. Thus, a
scenario akin to the development of nuclear weapons may be envisioned, with international policy shaped to
actively minimize the prospect of new entrants to the “quantum club.” Once quantum computing becomes
accessible to corporations and individuals, governments may outlaw the use of certain algorithms. This may
be analogous to how commercial printers, scanners, and copy machines are (by law) pre-programmed to

prevent the production of counterfeit currency [8].

2. Use by large corporations: United States-based technology companies such as Google, Microsoft, and
IBM have invested heavily in proprietary efforts to translate fundamental research into prototype quantum
computers with early commercial uses [10]. If this trend continues, it is possible that these and other major
corporate players may develop quantum computers capable of breaking cryptography. In this scenario,
cloud-based access to quantum computing resources may be prohibitively expensive for mainstream use,
and national laws may restrict access to pre-authorized organizations, with governments being some of the

largest customers [8].

3. Mass proliferation: Mass proliferation of quantum computing may have already begun. For instance,
Quantinuum, a private company formed from the merger between Honeywell Quantum Solutions (based in
the United States) and Cambridge Quantum Computing (based in the United Kingdom), offers cloud-based
access to limited quantum computing resources for quantum chemistry simulations [39]. Early applications
will drive further capital investment, while a quantum computing market emerges linking steadily growing
quantum computing resources to end users across diverse sectors [10]. In this scenario, markets for
quantum computing-resistant and even quantum computing-based cryptography should develop in parallel

and have reached considerable maturity by the time of a quantum computing cryptography break.
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The high capital costs and large lead times associated with building quantum computers at scale, along with
inevitable protectionism around intellectual property, will most probably physically confine quantum computers
to a handful of government and corporate data centers over the coming two decades. The dominant industry
narrative suggests that mass proliferation of quantum computation via cloud-based access is likely to occur in
tandem. However, the quantum computing capabilities of some governments may precede cutting-edge reports
from industry and academia by several vears. If so, these governments may achieve crypto-threatening quantum
computing well before mass proliferation. Historically, attempts to restrict strong cryptographic capabilities by
national governments have managed only to delay inevitable mass proliferation [8]. Thus, prudence dictates
that governments, corporations, and organizations across the world should prepare for the quantum
cryptography break as if mass proliferation of such capabilities is likely to take place in the coming

decade.

Quantum-resistant cryptography

Fortunately, quantum-resistant cryptographic techniques® are already well known and can be implemented on
classical computers. While some of these techniques are made weaker by the parallel processing capabilities of
quantum computers, their intrinsic mathematical structure only permits modest gains® for attacks using quantum
algorithms: the equivalent of doubling the length of a password is thought to nullify any gains from a quantum

computing attack [8].

The United States National Institute of Standards and Technology (NIST), in coordination with the National Security
Agency (NSA), has historically held contests to evaluate novel cryptography proposals to replace existing, at-risk
techniques [8]. Winners of these NIST/NSA contests have gone on to become the official cryptography standards
for the United States government. By virtue of the size of the economy of the United States and the government’s
clout as a buyer in computing hardware and software markets, these standards have been adopted around the globe
via the Common Criteria Recognition Arrangement, adhered to by much of the developed world as well as by

other countries, including India, Pakistan, and Malaysia.

The NIST Post Quantum Cryptography Standardization Process contest was launched in February 2016, drawing
82 initial submissions [40]. The contest is now in its fourth round. NIST announced four algorithms selected for
standardization® in July 2022. Of four more being considered, up to two will be selected for standardization. New
draft standards for winning algorithms are expected to be reviewed, finalized, and communicated through NIST

Federal Information Processing Standards publications before the end of 2024.

4 Forexample, symmetric or lattice-based ciphers and newer hashes like SHA-2 or SHA-3 of sufficient size
5 quadratic speed-up, as opposed to exponential for RSA, for instance.
6 One for public-key encryption/key establishment mechanism and three for digital signatures
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Preparing for the quantum cryptography break

The quantum cryptography break should be seen as a Y2K’-type event [8], with the crucial difference that the
precise date of the crisis is not known. In hindsight,Y2K is remembered as overly hyped, but this is precisely because
of the years of planning and updating systems that preceded the turn of the millennium. Managing the looming
quantum cryptography break will require similar planning and system updating, with additional urgency stemming

from the uncertainty of when the break will occur.
The urgency of the transition to quantum-resistant cryptography will be dictated by [ I]:

I. Organizations’ value-at-risk: Governments, financial institutions, and any corporations with proprietary
trade secrets may stand to incur significant, even catastrophic losses (financial or otherwise) if vital secrets

are accessed by quantum attacks.

2. Shelf life of sensitive data: Many classified documents pertaining to issues of national security can be
intercepted in their encrypted form now and decrypted using a quantum computer within the coming two
decades, well in advance of their intended date of declassification. Likewise, personal information about
individuals held by hospitals, banks, insurance companies, and various social media/technology companies
can remain sensitive well beyond the scope of the individual's lifetime. The mere threat of any intercepted
personal information being decrypted later by a quantum computer can compromise privacy and undermine

trust in these institutions and the services they provide.

3. Life cycle of systems/products: Many physical systems and their associated software are likely to still be
in use when the quantum cryptography break occurs. High costs and regulations often translate to long
lifetimes for various government systems, meaning that the development and deployment of these systems
must already incorporate quantum-resistant cryptography. Likewise, in the private sector, modern cars with
high connectivity must meet security standards to protect personal information—a car in development
today is likely to be on the road even in the 2040s. This means any remote software updates can be

susceptible to quantum attacks.

Thus, organizations with high value-at-risk, long data shelf lives, and long system/product life cycles

should start the transition to post-quantum cryptography immediately.

Though quantum-resistant cryptography remains untested (due to the absence of sufficiently powerful quantum
computers), it remains the most viable bridge between today's mainstream cryptography and the quantum-

based cryptography of the future. Thus, organizations and applications with less stringent performance/budgetary
constraints should begin preparations for adopting the anticipated algorithmic standards to be published by NIST.
This might involve preparations to retrofit systems with NIST's PQC standards by reserving computational and
financial resources as needed, ensuring modularity of security architecture, planning critical software and hardware
updates that minimize operational disruption and associated costs, and making vital connections to PQC suppliers,
regulators, and other key actors [ | |]. More proactively, since NIST has identified the algorithms it plans to
standardize, these solutions can already be implemented in a crypto-agile manner, to minimize costs associated with

adjustments required to meet finalized standards [8].

7 Calendaryear 2000
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Due to the inherent uncertainties around the quantum cryptography break, adopting market-based implementations
of PQC may be the safest option for most organizations (Figure 3). However, post-quantum cryptography currently
makes up just 2 percent of the global cryptography market, meaning that prices remain high [ | I]. Nevertheless,

as NIST's 2024 standards ratification deadline approaches, the PQC market can be expected to take off, with

some analysts projecting a doubling of annual revenue over the next five years® [41]. Thus, a decrease in costs and

improvements in performance can be expected for PQC as the market grows.

Adoption of NIST's post-quantum cryptography standards may be prohibitively expensive for organizations with
limited resources or may severely compromise performance/latency for high-traffic applications involving many
interconnected devices, such as instant messaging. Under such budgetary or performance constraints, traditional
security protocols must, at minimum, be strengthened. For example, moving from RSA-1024 to RSA-2048
encryption (the conceptual equivalent of doubling the length of passwords), is likely to buy one to three years of
security [| I]. More concretely, adopting the protocols in the NSA's Commercial National Security Algorithm Suite

[42] can ensure systems are secured in the near-term against any initial advances in quantum computing’ [8].

Alternatively, organizations with limited resources can look toward open-source libraries of PQC software,'® as
compiled via projects like Open Quantum Safe [43]. Soon, we expect resources and talent diverted to projects like
this to grow as the specter of the quantum computing cryptography break looms ever larger. Investing in nonprofit/
charity organizations involved in legal/financial aid, advocacy, and governance of open-source PQC can ensure the
availability of both robust cryptography solutions accessible to all and the cultivation of a global talent pool required

to implement them.

Figure 3. Short- and long-term strategies for post-quantum cryptography.

Urgent Long Term

@ Ideally, organizations begin to implement existing PQC solutions offered by the market in a crypto-agile manner as
soon as possible. Under budgetary constraints, implementing open-source software may prove to be an economical
alternative but will still incur some of the inevitable costs associated with migration to PQC solutions. At the very least,
organizations should strengthen existing traditional cryptography, which may buy a few years' more time to migrate
to PQC solutions. In the long run, we expect NIST PQC standards will replace much of traditional cryptography, and

organizations should expect to have to migrate to PQC in the coming decade.

8 ABI research estimates that PQC revenue of US$196 million in 2022 will jump to about US$395 million in 2027 [41].

9 Public key algorithms in the CNSA 1.0 suite are vulnerable to quantum attacks, while digital signatures, hashing, and symmetric ciphers are
considered quantum-resistant [8,42].

10 These libraries include both PQC algorithms as well as prototype integrations into traditional protocols and applications (e.g., TLS)
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INVESTING IN A GLOBAL QUANTUM WORKFORCE

The quantum computing talent pyramid

The biggest obstacle to overcoming the talent shortage in quantum computing in the coming decades will be
inadequate STEM education infrastructure at the secondary and post-secondary levels. This includes lack of
specialized degree programs or curricula for quantum computing at the post-secondary level. Even if governments
are able to invest in a small number of talented individuals to fill talent gaps, the lack of basic digital literacy in

the larger population will exacerbate economic inequality within countries, to say nothing of inequality between
high-income countries and LMICs. Poor digital literacy also makes citizens more vulnerable to risks from quantum

computing, such as cybersecurity breaches.

It is imperative that developing country governments and development agencies like USAID invest in scientific

talent in a multipronged manner. We recommend USAID conceive of investing in talent as building a pyramid. This
means investing in a base awareness of quantum computing among the broader public, building up the pyramid by
strengthening the teaching of computing skills in schools and universities, and at the top of the pyramid, investing in

increasing the skill sets of existing tech talent.

Figure 4. The talent investment pyramid for quantum computing.
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In the 2018 book Leapfrogging Inequality: Remaking Education to Help Young People Thrive, the authors paint

a grim portrait of the inequality in educational outcomes between developed and developing countries [44].

The book suggests an estimated 825 million children—nhalf the global population under the age of |5—will reach
adulthood without foundational language and mathematical skills expected of a secondary-level education. The
authors forecast it will take some countries more than a century to achieve the educational outcomes observed in
developed nations. School shutdowns and learning loss due to the COVID-19 pandemic are likely to exacerbate

such inequalities in educational outcomes [45].

As startling as these estimates are, they do not begin to address the challenges with developing the advanced STEM
skills required for the quantum workforce. Workers with such skills are in short supply globally, even in developed
countries. For instance, a recent report by global management firm McKinsey & Company found that demand

for experts with advanced degrees in quantum computing is outpacing available talent. The number of active

job postings in the field in December 202 outstripped qualified applicants by 3 to | (Figure 5) [46]. The report
predicts that because of such talent deficits, by 2025, fewer than 50 percent of open quantum computing positions

will be filled in developed countries.

This gap poses a unique challenge and opportunity for developing countries. By investing strategically in improving
higher education outcomes through specialized graduate programs, developing countries can leverage their large
demographic dividends to benefit from the quantum transition. However, if they fail to make these investments, they
are likely to miss out on economic benefits, leading to greater tech-driven economic inequality between high-income

countries and LMICs.

Figure 5. The talent gap in quantum technology jobs [46].

The number of jobs postings outstrips ... but upskilling graduates in related
qualified talent by as much as three to one... disciplines can help close the gap.

350,000

gradulates in quantum
technology—relevant fields

290

Number of active job Number of quantum
postings as of Dec 2021 technology master’s-level
gradulates yearly

Though the supply of quantum technology talent lags demand, the gap can be addressed by drawing from the far bigger

pool of master's-level graduates in fields relevant to quantum technology.
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Quantum computing workforce for the private and public sector

Current talent for quantum computing companies is drawn from PhDs in quantum physics and engineering.
Graduate and undergraduate degrees offering a specialization in quantum computing have yet to become
mainstream."" Industry observers have suggested that establishing new degree programs in computing, quantum
physics, and engineering are critical to closing talent gaps in the United States. Developing and offering similar
interdisciplinary degree programs in developing countries is also essential to beginning to bridge the talent divide. In
India, for example, such programs could be offered in collaboration with the Indian Institutes of Technology/National
Institutes of Technology. In South Africa, similar collaboration could result in program offerings at the African

Institutes of Mathematical Sciences in Cape Town.

The United States government has also recognized the need to attract top quantum computing talent to remain
competitive with the People’s Republic of China [47]. Investing in capacity-building for quantum computing through
new undergraduate and graduate programs can open a large pool of talent for companies in the United States

(currently, immigrants to the country account for more than half of all STEM workers with PhDs [48]).

Finally, industry experts in quantum computing argue that more than technical expertise will be needed in a post-
quantum economy. One expert we interviewed'? highlighted the importance of generalist business training that
can help talent in the private sector identify new opportunities for using quantum computing in business. He also
emphasized the importance of strong scientific communication skills, which allow quantum computing engineers to
interface with business development experts, product designers, and marketers—all essential to building a robust
quantum ecosystem. Existing STEM undergraduate degree programs in developing countries tend to emphasize
technical training, often eschewing crucial communication and collaboration skills. For developing countries to
compete in the future quantum economy, they will need to reimagine the way STEM is taught in their university

systems.

The public sectors in both developing and developed countries face increasing challenges in attracting quantum
computing talent. Governments around the world will need experts in quantum computing to help secure
financial systems and encrypted messaging systems critical to national security. But given the scarcity of skilled
professionals proficient in quantum computing, governments will struggle to compete for talent with private firms
offering significantly higher salaries. Governments will need to develop novel incentives to attract essential talent.
One strategy is to build up programs like a “National Quantum Corps” for early-career professionals to spend

a short time working in public service. USAID could leverage its existing science fellowship programs (like the

AAAS Science & Technology Policy Fellowship) to provide quantum computing expertise to developing countries

where local talent is hard to find. This could come in the form of short public-private partnerships where quantum

computing companies “loan” talent to the government in return for tax breaks or other incentives.

11 Outofthe 176 quantum research programs at universities worldwide, only 29 provide graduate-level degrees in quantum computing. [46]
12 Dr. Mark Jackson a business development lead at Quantinuum, a leading quantum computing software company that grew out of
Honeywell.
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SUPPORTING RESEARCH AND INNOVATION IN

QUANTUM COMPUTING

The largest players in funding the development of quantum computing technologies so far are governments. Given
the national security implications of quantum computing technologies, developed countries have begun to invest
heavily in quantum computing. Globally, governments have announced plans to invest more than US$31 billion

in quantum computing technologies'® [5]. Private sector funding, fueled by venture capital investments, has also
exploded over the past five years [49]. However, investments in quantum computing by the governments of the
United States, the European Union, and China dwarf those of the public sector funding in all developing countries
combined. This poses a grave challenge, and over the next two decades may lead to growing technology-driven
inequality. For example, quantum computing has the potential to transform manufacturing. Underinvestment by
LMICs in quantum computing can make it difficult for their manufacturing sectors to remain globally competitive.
Development agencies must flag these investment trends and design interventions to build a more equitable

quantum future.

13 Lackof transparency in research and development expenditures by countries such as China (and to a lesser extent Japan) makes precise
estimates challenging [10].
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Public sector

Government engagement in the development of quantum computing technologies falls into four categories,
according to the Canadian Institute for Advanced Research's Report on Global Policies for Quantum Technology
[35].
®m  Countries with coordinated national strategies for quantum technologies include:

o Global economic powers China, major European Union member states France and Germany, the United

States, the United Kingdom, and Japan, which have each allocated more than US$ 1| billion of public funds to

quantum technologies
o Other high-income countries, notably Israel and Singapore
o Middle-income countries, notably Russia and Iran (upper-middle) and India (lower-middle)

®  Countries in the process of developing a quantum strategy, notably:

o Canada, with perhaps the biggest per capita public spending on quantum technologies to date
o Upper-middle-income countries such as Thailand and South Africa

= Countries that have sponsored or endorsed significant initiatives but have yet to develop a national-
level strategy, including several European Union member states and periphery countries such as Norway and

Switzerland, Australia, and the United Arab Emirates.

®  Countries participating in international partnerships, mostly smaller European Union member states such

as Belgium, Croatia, and Turkey.

There is little consensus on the estimates for past and projected spending on quantum computing across all
countries. Still, it appears the bulk of government-funded research and development in quantum technologies

is concentrated in China and in countries that are members of the Organisation for Economic Co-operation

and Development, which account for the vast majority of all public funds allocated to the technologies. Of the
others—Russia, Iran, the United Arab Emirates, India, South Africa, and Thailand—the latter three may serve as early,

illustrative case studies for quantum technology policy in LMICs.

Table 2. The talent investment pyramid for quantum computing'

Private Sector Government Projected
Country Investment (as Spending (as of Government Estimated Total

of 2022 2022) Spending
China $280 million $9.7 billion Not Available $10.0 billion
European Union Not Available $1.1 billion $7.5 billion $8.8 billion
United States $3.7 billion $2.9 billion $844 million $7.4 billion
United Kingdom $890 million $1.0 billion $3.1 billion $5.0 billion
Germany $100 million $1.9 billion $1.2 billion $3.2 billion
Canada $700 million $748 million $270 million $1.7 billion
Japan Not Available $1.1 billion $607 million $1.7 billion
France $420 million $565 million $565 million $1.6 billion
Australia Not Available $311 million $725 million $1.0 billion
Netherlands Not Available $853 million Not Available $853 million
Russia Not Available $790 million Not Available $790 million
India Not Available Not Available $730 million $730 million

14 https://www.csis.org/analysis/quantum-technology-applications-and-implications#h2-quantum-research-is-global
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The People’s Republic of China, the European Union, and the United States

Quantum technology strategy and policies in the People’s Republic of China, the European Union, and the United

States are driven by several common elements, including [4,35]:

= Technological sovereignty: Both China and the European Union have prioritized local development
of universally programmable quantum computing capabilities—an emphasis mirrored in other emerging
technologies, like nuclear fusion [50] and Al-based large language models [51]. In the case of quantum
computing, calls for technological sovereignty are likely responses to the domination of United States-based
technology companies in translating fundamental quantum research into viable prototypes through in-house,
capital-intensive research and development.”® As a result, both China (US$15 billion) and the European Union
(US$7.2 billion) have committed significantly higher public funding toward quantum technologies research and
development compared to the United States (~US$2.6 billion'®) [5].

®  Financing startups: The European Union has prioritized securing local venture capital to counter the draw
of Silicon Valley for growth-stage startups. China has similarly emphasized expanding investment and nurturing
promising early-stage startups through state-owned funds and initiatives such as the “Little Giants" program

that provide grants, subsidies, and tax cuts [53].

®  Building key infrastructure: The European Union has emphasized the need for major infrastructure
projects to scaffold the transfer of quantum technologies from “lab to fab to market,” presumably in part
as a response to China's arguable comparative advantage in quantum communications and its fiber optic
and satellite infrastructure. The United States has more recently directed funds into its Quantum Network
Infrastructure project through the CHIPS Act, with allocations of US$ 100 million annually over the next five
years [52].

®  Securing intellectual property: The acceleration of quantum technology patents across computing,
communications, and sensing in China, the European Union, and the United States, over the last five years
is the direct result of initiatives intended to scaffold technology transfer and incentivize private sector
involvement. However, experts have raised concerns that overprotection could stymie healthy competition
[54].

= Governments as conveners: China, the European Union, and the United States have introduced numerous
initiatives to bring together stakeholders from across the technology development cycle to facilitate
“ecosystems” of quantum innovation, notably through research networks, large-scale collaborations, and

industry-academia consortia.

®m  Strengthening supply chains: The establishment of robust supply chains to support the accelerating
demands of quantum technology activity has been a priority for China, the European Union, and the United
States. Some countries have made large investments in specific physical platforms for quantum computing
(e.g., silicon-based quantum computing in France), presumably seeking to leverage established supply chains

and competitive advantages.

®  Cultivating human capital: China, the European Union, and the United States have prioritized developing
high-level quantum technology talent and accelerating research and development and innovation in the field.
Such programs are developing a growing workforce knowledgeable about how to use the technologies and

the value they offer.

15 Thevolume of internal funding for quantum technology projects within large technology companies is difficult to ascertain due to lack of
transparency.
16 Includes the latest government spending as summarized in references [4,52].
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India, South Africa, and Thailand

India has allocated approximately US$ 1 billion between 2020 and 2024 devoted to a comprehensive and
substantial quantum technology strategy that includes [35,55]:

B Prioritizing Indigenous quantum computing capabilities.

®  Creating research parks and quantum computing hubs to bring together all phases of the technology

development cycle, from basic research to startup incubation.

B |nitiating large-scale international collaborations to lay the groundwork for vital infrastructure in both
quantum computing (with Finland and Russia) and quantum communications (with Israel and BRICS
countries). The Quad partnership, which includes India, has underscored quantum technologies as a key area
of collaboration [56]. More recently, India and the United States entered a partnership through the initiative
on Critical and Emerging Technology [57] that created a joint Indo-US Quantum Coordination Mechanism
with participation from industry, academia, and government to facilitate collaboration between researchers

and industry in both countries.

®  Focusing on cultivating human capital at the university and postgraduate levels, to ensure a steady flow of

talent.

South Africa has set up a working group to define its quantum computing strategy, while tangible activity has
included [35]:

® A partnership between IBM research at Johannesburg and the University of Witwatersrand, giving IBM's Q

Network access to the |5 universities in the African Research Universities Alliance.

®m  Collaboration with other BRICS countries on the development of quantum computing communications

infrastructure.

Thailand has announced the allocation of nearly US$6.6 million to the development of quantum technologies. Plans

to launch a National Institute for Quantum Technology in the near future are under discussion [35].

In comparison, the quantum technology strategies of other LMICs studied in the preparation of this report are less

mature.

Private sector

By the end of 2021, more than US$4 billion of private investment had been channeled into quantum technology
startups, roughly 80 percent to English-speaking nations (mainly the United States, the United Kingdom, and Canada)
where roughly 50 percent of all quantum startups are based [5]. When it comes to quantum technology patents,
China’s government policies and Japan's early adoption of quantum technologies by industry have led both countries
to dominate the landscape. Between 2000 and 2021, 54 percent of quantum technology patents were held by
Chinese companies and |5 percent by Japanese firms [5,54]. The European Union has both the highest number

and per capita concentration of quantum technology talent (231 patents per million people) and is the base of

operations for more than a quarter of all publications on quantum computing [5].
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Figure 6. Private venture capital investments in quantum computing globally (World Economic Forum Report) [49]

@ Global venture capital investments in quantum computing have grown dramatically in recent years, across both

software and hardware start-ups.

The pace of venture capital investments in quantum computing start-ups has grown dramatically in recent years
(Figure 6), but this activity is largely concentrated in North America, the United Kingdom, and Europe (Figure 7).
This inequity in private investment is likely to grow over the next two years as fears of global recession makes
investors wary of non-established markets. Development agencies and international financial institutions like the
World Bank could play central roles in filling this investment gap by becoming investors of first resort, able to attract

future funding from the private sector.
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Figure 7. Global distribution of quantum computing startups (World Economic Forum Report) [49]

@ Quantum  computing start-ups are highly
concentrated in high-income countries, with the
vast majority found in North America, the United
Kingdom, and Europe. Compared to the landscape
of start-up activity in 2015, the landscape in 2021
includes some LMICs like India, Bulgaria, and
Colombia, but the inequity persists as quantum
computing start-up activity intensifies in high-

income countries.
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QUANTUM COMPUTING AND GLOBAL
INEQUALITY

Quantum computing as a driver of economic inequality

Several companies, including IBM, Microsoft, Google, Amazon, and Quantinuum [58], have begun to offer time on
their quantum computers via the cloud to researchers and businesses with computational problems uniquely well
suited to quantum computing, such as quantum chemistry simulations. But for most applications with business value,
it remains to be seen whether quantum computers will significantly outperform classical computers. Two likely

scenarios for the development of the quantum technologies ecosystem can be envisioned in the near-term:

= Quantum winter: The current theoretical understanding of quantum computing does not guarantee
quantum advantage for most computational tasks of practical interest. For some computational problems,
after quantum computers were shown to outperform classical computers, parallel developments in classical
computing have allowed classical computers to catch up [25,26-28]. Many academics have therefore
raised concerns that the gap between promises of business-relevant applications and the limited scope of
demonstrable quantum advantage represents an investment/hype bubble that will inevitably burst [59,60].
In the expected aftermath, funds and talent will be diverted in a “quantum winter;” reminiscent of similar

“artificial intelligence winters” of the past.

= Quantum spring: Early applications, though limited and specialized, continue to attract talent and
investment, until hardware improvements meet algorithmic innovations that lower stringent requirements
on hardware. This yields quantum computers capable of tackling business-relevant problems. Claims of such
extraordinary algorithmic advances have been met to date with widespread skepticism [33,34]. But under
this scenario, quantum hardware companies will expand cloud-based quantum computing to meet growing

demands from end-user businesses looking to gain an edge over competitors.

In the latter scenario, a disturbing dynamic is likely to quickly take shape: High capital costs, large lead times, and
protectionism around intellectual property will likely confine quantum computers (for at least a decade) to a handful
of government and corporate data centers across high-income countries. If mass proliferation via the cloud occurs
concurrently, time on these quantum computers will most likely be distributed through a liberalized, market-based
approach that favors those with more purchasing power. As a result, the boons of quantum computing will flow

to companies and regions already at an economic advantage, underscoring existing inequalities and likely widening
the global digital divide. In short, quantum computing may engender a rich-get-richer dynamic like few

technologies before.
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A quantum computer for low- and middle-income countries

The capital-intensive nature of quantum computing inspires parallels to the history of supercomputing:'” at present,
the distribution of supercomputing power around the world matches levels of inequality'® seen within the most
unequal domestic economies in the world [61]. If this is the scenario for supercomputing at such an advanced stage
of technological maturity, the scenario for quantum computing is bleak in the absence of intervention designed to
mitigate unequal access. The most concrete way to address this risk is to develop a quantum computer with cloud-
based access that is either subsidized or otherwise distributed as a public good. Development of such a quantum
computer is likely to require an international collaboration across several LMICs, with the involvement of research

institutions in high-income countries.

There are no historical parallels for global initiatives in developing and distributing technologies that are both
as capital-intensive to develop and marked by technological and economic uncertainty as quantum computers.

Nonetheless, inspiration can be drawn from initiatives such as:

®  The BigScience project, launched in 2021, has more than 1,000 researchers from 60 countries and more
than 250 institutions working together to create a vast, multilingual neural network language model and
multilingual text dataset on a supercomputer outside Paris, France. Designed to break the hegemony of
large technology companies in Al [62], the project led to the creation of BLOOM: the largest open language
model in the world built with complete transparency as a digital public good [63], capable of generation in

46 languages.

= The Global Alliance for Vaccines and Immunization (GAVI), launched in 2000, brings together
stakeholder organizations to address market failures in global vaccine distribution through innovative
interventions like advanced market commitments [64]. GAVI has supported the immunization of 981 million
children in the developing world and shipped nearly 2 billion doses of COVID- 19 vaccines during the
pandemic as part of the COVAX initiative [65].

Markets for allocating cloud-based quantum computing resources are likely to experience market failures for
remarkably similar reasons as large language models and vaccines: prohibitive costs without price discrimination
favoring high-income countries; nationalism/protectionism due to existential implications (disinformation and public
health vs. national [cyber]security); and substantial commercial risk associated with uncertain demand in developing
countries. However, fostering local quantum technology ecosystems can drive costs down, while funding advanced
market commitments can minimize risk for private sector involvement. Examples like BigScience and GAVI suggest
that any initiative to fund and coordinate the development of a subsidized/public good quantum computer for
developing countries must bring together public spending, international aid, philanthropy, and innovative, market-
based solutions. Countries like India, with relatively well-developed quantum strategies, could play a leading role

in any such initiative, in a manner perhaps reminiscent of its significant role providing COVID-19 vaccines to the
COVAX initiative.

17 Supercomputers are classical computers with far more computational power than general purpose computers and are typically used in
research and development and business contexts.

18 The distribution of supercomputing power has a Gini coefficient of 0.6; South Africa, the world’s most economically unequal country, has a
Gini coefficient of 0.63.
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Supply chains and manufacturing

In the absence of home-grown quantum computing capabilities, LMICs can still secure a share of the value captured

by quantum technologies by supporting local economic activity that can plug into the quantum value chain (Figure 8).

Figure 8. The quantum value chain

@ The quantum value chain spans economic activity ranging from raw materials that feed component manufacturing
to quantum computing time distributed via the cloud for various business and research and development end uses.
Notably, some end uses involving materials discovery and design optimization of components can affect both raw

material markets and component manufacturing, generating a feedback loop in the quantum value chain.

Raw materials

Before settling on silicon-based transistors, classical computing went through several iterations of potential
hardware architectures, with early computers based on electro-mechanical switches and on vacuum tubes.
Quantum computing is at a similar point, with competing hardware architectures, each with distinct advantages
and disadvantages, being developed in parallel. As a result, it is difficult to predict which hardware architecture will
come to dominate the future and which critical mineral supply chains will be disrupted by the advent of quantum
computing. Governments and relevant businesses should examine and explore possible futures that could be
advantageous for them: for instance, if superconducting qubit-based systems employing the rare metal niobium

come to dominate, countries such as Brazil that produce large quantities of niobium may stand to gain [66,67].

For the next two decades at least, the number and scale of quantum computers in the world is likely to remain small
in comparison to classical computing devices."” No major disruptions to critical mineral or other material supply
chains due to quantum hardware needs are likely during that period. The sole exception may be in the production
of helium, used as a cryogen to cool virtually all quantum hardware architectures. Helium is the one completely
non-renewable element on earth, often lost to outer space permanently if not carefully recovered. At present, the
United States dominates global helium production (with a quarter of this going to cryogenic applications)—but
countries like Algeria (with sizeable helium production capacity) and Tanzania (with newfound helium deposits) stand

to gain from increased quantum-related demand for cryogenics [68,69].

19 Thisis due to capital intensity, the limited set of computational problems with expected quantum advantage, and the exponential scaling
of quantum computing power with each additional qubit, due to superposition.
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Though we can expect limited physical proliferation of quantum computers, the biggest impact on the world’s raw
material supply chains may arise from their outputs. Materials discovery driven by quantum computing may yield
more sustainable alternatives to the rare earth metals used in magnets and metals like lithium, nickel, and cobalt
used in batteries and fuel cells [70]. The emergence of alternatives can dramatically reduce demand for associated

critical mineral ores, with economic and even political ramifications for countries including:

[. Myanmar and Thailand (rare earth metals) [71]
2. Zimbabwe (lithium) [72]

3. Indonesia and the Philippines (nickel) [73]

4. Democratic Republic of Congo (cobalt) [66,74]

Component manufacturing

Ciritical subsystems across many quantum hardware architectures include cryogenic systems, optical components,
vacuum systems, permanent magnets, and precision electronics. The low-volume, high-technology manufacturing
involved in the production of these subsystems is largely dominated by China, the United States, the European
Union, Japan, and Korea [75]. However, many middle-income countries in Southeast Asia (e.g.,, Malaysia, the
Philippines,Vietnam, and Thailand) have well-developed semiconductor industries [76]. These countries can leverage
the semiconductor expertise in their labor forces to diversify into niche manufacturing of components for quantum

computing at costs that undercut competitors in the Global North.

Among several competing hardware realizations of quantum computers, silicon-based quantum computing, with
its links to existing economic supply chains, deserves specific mention. Intel recently reported the development of
silicon-based quantum devices readily fabricated by repurposing manufacturing processes used to make classical
semiconductor chips [77]. Further developments may pave the way for the collective knowhow and resources

of the semiconductor industry to spur rapid development of quantum computing, creating major economic

opportunities for LMICs with mature semiconductor industries.
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Potential applications for development

In a mature quantum computing market, i.e., with widespread proliferation via the cloud, a substantial share of the
value added by quantum computing may be captured by end users, e.g,, hedge funds running optimization algorithms
or pharmaceuticals running simulations. According to a 2021 report by the management consulting firm Boston
Consulting Group, the share of value captured by end users could be as high as 80 percent [10]. Thus, in the long-
term, barring a scenario of severe quantum protectionism, LMICs may find it most fruitful to just plug into the final
stage of the quantum value chain. For such countries, developing a ““quantum strategy” may be as simple as forming
a working group to scout and prioritize potential end uses of quantum computers. The end uses most useful to
governments are likely to lie in cybersecurity and optimization in contexts from the logistics of postage to urban

planning.

Quantum computing may also affect international development more broadly through its impact on critical research
areas. Given this technology is still in a nascent stage, there is limited evidence about which particular applications
will prove most promising long term. Still, of the Sustainable Development Goals developed by the United Nations
in 2015, Zapata Computing's former Director of Strategic Partnerships, Witold Kowalczyk, identified five that may be
aided by quantum computing [78, 791

I. Zero Hunger (Goal 2): More energy-efficient methods for nitrogen fixation can be discovered with the

help of quantum computers, driving food costs down and ensuring a sustainable route to zero hunger.

2. Good Health and Well-Being (Goal 3): Quantum simulation could substantially reduce costs and
development times in drug discovery. Such improvements may play a major role in combating non-
communicable diseases like cancer and heart disease and may even help to address neglected tropical
diseases. Furthermore, Al trained by quantum computers may be able to identify hidden patterns across

large healthcare datasets, enabling personalized, precision medicine and improved diagnostics.

3. Clean Water and Sanitation (Goal 6): Materials discovery through quantum simulation can accelerate

the search for sustainable and cost-effective membrane technologies and catalysts for water purification.

4. Affordable and Clean Energy (Goal 7): Quantum optimization may play a crucial role in managing
the logistics of distributed, decentralized energy networks fed by diverse renewable energy sources and
handling novel energy load types like electric vehicles. Furthermore, quantum simulation is likely to play a

pivotal role in the discovery of improved materials for batteries, solar panels, and wind turbines.

5. Climate Action (Goal 13): Al trained by quantum computers may be able to extract hidden patterns
from large amounts of meteorological data, allowing improved projections for global climate change and

even predictions of extreme weather events.

It is difficult to say with certainty if (and when) any of these applications will materialize, as we have not yet

conclusively demonstrated quantum advantage for truly societally relevant problems.
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RECOMMENDATIONS: MANAGING RISKS AND

OPPORTUNITIES OF QUANTUM FOR GLOBAL
DEVELOPMENT

Progress in quantum computing, like that of many other emerging technologies, continues to be driven largely by

the private sector. Public sector initiatives to accelerate innovation in quantum information are relatively recent and
concentrated primarily in developed countries. In the United States, for example, the National Quantum Initiative
Act of 2018 called for a 10-year plan and for US$1.25 billion in funding over the first five years from the Department
of Energy to support research, foster development of a quantum technology ecosystem, and encourage industry

participation. US$877 million was allocated to the program in 2022.

Resource constraints, both in investment capital and human capital, make LMICs especially vulnerable to the risks
posed by a quantum computing future. First among these are the cybersecurity risks of quantum computers able to
break public-key cryptography currently used on digital systems. LMICs must also invest in a workforce that can benefit
from economic tailwinds from the deployment of quantum computers at scale. Finally, there may be undiscovered
opportunities for leapfrogging economic progress in LMICs through research and development and supply-chain
innovations that can be realized only through proactive cross-sector collaboration between researchers in academia

and industry practitioners.

USAID is uniquely positioned to make investments that can help LMICs manage risks from the quantum computing
transition and benefit from the economic growth it will enable. Quantum computing will have profound implications
for many core sectors that are priorities for USAID and other development agencies: digital inclusion, cybersecurity,
and workforce development. While development practitioners may not be experts in quantum computing, they must
consider the risks and opportunities this new technology presents, learning through dialogue with researchers and
industry experts. Keeping this in mind, we break down our recommendations for managing the risks and opportunities

of quantum computing for global development into three pillars:

= Preparing for cybersecurity risks from quantum computing: In the most immediate future, USAID should
endeavor to help LMICs make their digital systems "“quantum-ready.’ This would ensure that existing digital
platforms, especially in banking, health care, and communications (e.g., secure messaging services or end-to-end

encrypted messaging platforms like WhatsApp), are resilient to cybersecurity risks due to quantum computing.

®  |nvesting in quantum computing—ready human capital: Existing higher educational institutions in LMICs
lack the capacity to develop a quantum computing ready workforce. USAID should partner with university

systems and support ministries of education to develop that human capital.

= Building research and development ecosystems: Research and development investments in emerging
technologies are significantly lower in LMICs compared to such investments in developed countries. USAID
can support building new institutions dedicated to quantum computing and incentivize collaborations between
researchers from developing countries and the United States. As quantum technologies mature, the demand
for quantum hardware can boost manufacturing in specific LMICs. Such countries can leverage existing
supply chains to benefit from this demand. USAID can help with early-scoping and building investment theses
for supply chains beneficial to the economy of the United States and that allow partner countries to reap

economic benefits from quantum technologies.
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With quantum technology still in the early stages of maturation, we caution against unwarranted conservatism

or optimism. Failing to recognize the potential of quantum technologies early can have serious opportunity costs
for LMICs. On the other hand, investing resources in areas where the impact of quantum technologies remains
uncertain can lead to poor allocation of resources. Keeping this in mind, we highlight which recommendations will
be most beneficial regardless of the timeline and direction that quantum computing takes, and which may be more

contingent.

Equipping LMICs for cybersecurity risks from quantum computing

The most urgent near-term threat for LMICs from quantum technologies is the development of cryptographically
capable quantum computers. Such computers would be capable of breaking the public-key cryptography used

on most digital systems around the world. Their proliferation could potentially jeopardize critical infrastructure
underlying financial services, civilian communications, and national security. This imminent risk has been recognized
by the highest levels of the United States government, as reflected in the national security memorandum on

quantum computing signed by President Joe Biden on May 4, 2022 [80].

USAID can play a crucial role in helping developing country governments and NGOs transition existing standards
for public-key cryptography to quantum computing-resistant cryptographic systems. Quantum computing-resistant
cryptography protocols already exist. However, a timely transition to those protocols requires technical capabilities

that LMIC governments often lack.

Additionally, LMIC governments should be aware that data recorded with current encryption standards can later
be decrypted by operators of a future cryptographically relevant quantum computer. This implies institutions
cannot merely shift to new encryption protocols for data collected in the future; current sensitive data needs to be
encrypted in a quantum-resistant manner. This is likely to require significant capital investments. USAID can play a

central enabling role in this transition.

A short-term, high-impact strategy for USAID to assist LMICs is to establish a "Global Quantum Transition Taskforce”
that will aid LMIC governments and private sector NGO partners in transitioning to quantum-safe cryptography in
widely used digital systems. This task force can provide guidelines and technical support to developing countries to
bridge technical talent gaps discussed earlier: It can also provide pooled capital to LMIC governments to transition

existing data to quantum-safe encryption.
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Investing in quantum-ready human capital

As public and private funding for quantum computing booms, a key bottleneck identified by industry watchers is the
lack of quantum-ready talent to take advantage of this growth in funding. The demographic dividend in many LMICs
can be leveraged to fill this talent gap in quantum computing. However, the current curricula and the quality of

higher education institutions pose a challenge in developing quantum-ready talent in developing countries.

To ensure the future workforce can benefit from the quantum revolution, USAID can assist governments and
universities in LMICs to create new talent pipelines for the quantum industry. We recommend USAID take a
two-pronged approach. First, support universities and startups in developing countries in building new curricula for
quantum talent by launching new degree programs and bootcamps. Second, work with governments and higher
education institutions to generate awareness around the quantum computing transition and opportunities that can

attract top talent to take these courses.

Importantly, experts we spoke to emphasized the need for cross-disciplinary talent with both technical skills in
quantum computing as well as broad industry insights developed through business degrees (i.e., Master of Business

Administration).

Building research and development ecosystems

As discussed in Section 5, there is a massive investment gap in quantum research and development between LMICs
and developed countries (the United States, the United Kingdom, the European Union, and China). While it is not
feasible for USAID alone to fill this investment gap, it can support the creation of a global quantum research and
development ecosystem that can attract future investment from both the private sector and developing country

governments.

USAID can invest in building such ecosystems by enabling research collaborations between quantum researchers in
LMICs and universities in the United States. Opportunities for developing country researchers to spend up to a year
in a host United States university can enable creation of new research partnerships. USAID can support existing
programs like the Quad Fellowship, which aims to support graduate students from the Quad countries (including
India) to obtain advanced degrees in quantum computing at universities in the United States. USAID could support
the development of new departments of quantum computing at universities in developing countries. Finally, we
recommend USAID support an annual “Quantum Computing for Development” conference—or create such a
track at an existing technology and international development conference—to encourage collaborations between

researchers, industry experts, and policymakers.

Developing countries may not be able to proactively leverage existing supply chains to benefit from the
manufacturing boom that would accompany a quantum transition. For instance, cooling systems are a critical part of
quantum computers, and some LMICs may already possess a competitive advantage in manufacturing these systems
at low-cost. USAID could facilitate high-level dialogue between quantum computing experts, industry leaders, and
chambers of commerce in developing countries to identify opportunities for existing industries to benefit from

manufacturing demand that accompanies the quantum transition.
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